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Foreword

Tiirkiye's increasing activities in space, coupled with the Cybersecurity Board's designation of
space as a critical sector, necessitate collaboration among individuals from diverse disciplines.
The fundamental transformation in space is driven by the growing involvement of the private
sector alongside governments, and the increasing prevalence of satellite constellations like
Starlink in low earth orbit (LEO), making them critical for broadband connectivity.
Furthermore, artificial intelligence (Al) is becoming a significant enabler for some tasks in
space. For these reasons, space has become a crucial domain for IT law also. Therefore, when
launching a summer research program for high school students supported by Ozyegin
University, I chose a topic that addresses the increasing importance of Al and cybersecurity in
space, especially for satellite communication from a legal perspective. By creating an
application process that was as unconditional as possible (the only requirement was a genuine
curiosity about this field), I didn't expect such qualified young people to apply. I initially
considered two students, but as applications came in, [ increased the number to five, then to
seven. From our first meeting at the campus, I met these brilliant high school students Belinay,
Cengizhan, Ece, Defne Nur, Defne Su, Gok¢e Kaan, and Medine Yaren. Their future plans vary
like studying aerospace engineering, law, and electric and electronic engineering. Witnessing
their achievements, their curiosity, dedication and interdisciplinary teamwork skills increased
my hopes for the future! This report was written in just 12 days in a two-week programme. Any
shortcomings or errors are solely my responsibility as I was their mentor. I wholeheartedly
congratulate and thank them for their dedication to the program.

I would like to thank Ozyegin University for creating such a programme for high school
students. Also, as you will see at the end of the report, this program was enriched not only by
my mentorship but also by the voluntary support of students, researchers, entrepreneurs, and
academics from various research laboratories and faculties of Ozyegin University. The doors of
the laboratories were opened to these bright young people, and presentations were given from
different fields. We would also like to thank everyone from outside the university who enriched
the program with their presentations, especially Turkish Space Agency (TUA).

I believe we will reshape the future again and again (!) through such interdisciplinary dedicated
collaborations.

“The future is in the skies!”

Basak Ozan Ozparlak
Assistant Professor of IT Law
Ozyegin University Faculty of Law
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"Space assets, including both ground systems and satellites, are fundamental,
underlying components of most critical infrastructure"’

Gregory Falco

“As Arthur C. Clarke observed in 1970, satellite communication promised to do
for a connected world what the telegraph had done for a unified nation a century earlier;
the hope was only that the transition would be less turbulent this time.” *

1. Purpose of This Report

Space is now a vital domain that underpins modern society thanks to the explosive growth of
commercial satellite constellations in low earth orbit (LEO). Satellite networks are essential
today for many services, including telecommunications, navigation, financial transactions,
emergency response, and national security. But as these systems become more connected with
terrestrial digital infrastructure and involve use of artificial intelligence (Al), they become more
vulnerable to cyber threats. Recent events, like Viasat attack, have shown that even if there is
no Al integration, attacks on a single vulnerability of the ground segment can lead to disruption
of satellite services in several countries and sectors. On the other hand, Al plays a dual role
regarding cybersecurity; it both increases vulnerability and at the same time, it is a useful tool
for mitigating cyber threats for space assets like satellites.

This report firstly focuses on the 2022 Viasat KA-SAT cyberattack, as one of the first major
cyber incidents to demonstrate the strategic consequences of compromising commercial
satellite infrastructure during an armed conflict. But while attacks typically focus on the
spacecraft, this operation exploited a vulnerability in the ground segment, leading to widespread
disruption for both military and civilian users across Europe. The incident also raised important
questions about international law, protecting dual-use infrastructure, and the future of space
cybersecurity.

This report aims to analyze the Viasat KA-SAT cyberattack from a technical, legal and strategic
perspective. By combining these perspectives it also aims to demonstrate how cybersecurity
has become a crucial part of modern space security even without Al integration, and why
strengthening the resilience of satellite systems will become increasingly essential in the New



Space era of massive commercialization in LEO and increasing use of Al in satellite
communication.

2. LEO, MEO, and GEO Satellite Systems

Satellite communication systems mainly operate in Geostationary Earth Orbit (GEO), Middle
Earth Orbit (MEO) and Low Earth Orbit (LEO). These orbits differ in altitude, coverage,
latency, and operational characteristics, making each suitable for different applications.
Understanding these differences is important not only for satellite communications but also for
evaluating cybersecurity risks, as demonstrated by the 2022 Viasat KA-SAT cyberattack.?

Geostationary Earth Orbit (GEO) is located 35,786 km above the Earth's equator. Satellites in
GEO orbit at the same speed as the Earth's rotation, allowing them to remain fixed over one
location. This enables continuous coverage of large geographic areas by using only a few
satellites. As a result, GEO systems are widely used for television broadcasting, weather
monitoring, government communications, and internet services.* The KA-SAT satellite
targeted in the 2022 cyberattack is also a GEO satellite providing broadband connectivity across
Europe, North Africa, and parts of the Middle East.’

Although the incident involved a satellite in orbit, the satellite itself was never attacked. Instead,
the attackers exploited a vulnerability in the ground segment, gained access to the network
management system, and deployed the AcidRain malware to thousands of satellite modems.
While the satellite continued operating normally, users across several European countries lost
connectivity because the supporting ground infrastructure had been compromised. The incident
demonstrated that satellite cybersecurity depends on securing the entire communication system,
not only the satellite itself.>¢
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Figure 1. Orbital Classifications of Commercial Satellite Systems. Generated by ChatGPT.

Unlike GEO satellites, LEO satellites, like SpaceX’s Starlink constellation satellites, operate
between approximately 160 and 2,000 km above the Earth's surface and complete one orbit in
about 90 to 120 minutes. Their lower altitude significantly reduces communication latency,
making them well suited for broadband internet, emergency communications, remote
healthcare, and future 5G and 6G services. However, because each LEO satellite covers a
relatively small area, continuous global coverage requires large constellations consisting of
hundreds or thousands of interconnected satellites.’

Beyond their technical advantages, LEO constellations have become strategically important
because they provide resilient communication during natural disasters, military conflicts, and
in regions where terrestrial infrastructure is unavailable or has been damaged. Their distributed
architecture also reduces dependence on a small number of satellites, improving network
resilience and supporting critical services for governments, businesses, and emergency
responders.”

The rapid growth of LEO constellations is expanding both the capabilities and the cyber risks
of modern space infrastructure. As more satellites, ground stations, and communication links
become interconnected, the potential attack surface also grows. ENISA emphasizes that
effective satellite cybersecurity requires protecting the entire ecosystem, including ground
stations, user terminals, network management systems, and communication links.” The KA-
SAT cyberattack remains a landmark example of this principle, demonstrating that
vulnerabilities in the ground segment can disrupt satellite services on a continental scale,
regardless of whether the system operates in GEO, MEO or LEO.’°



3. The Growing Importance of Cybersecurity in Space

Modern space infrastructure has expanded far beyond the geostationary communications
satellites of the twentieth century. Today's space systems include not only traditional GEO
broadcast and broadband satellites like KA-SAT, but also sprawling LEO constellations and,
as projects like Starmind illustrate, orbital platforms that may in the near future function as Al
computing infrastructure in their own right.!® This expansion means space systems now
underpin sectors far outside aerospace itself: banking relies on satellite timing signals,
agriculture depends on satellite-based monitoring, emergency responders use satellite links
when terrestrial networks fail, and militaries treat satellite connectivity as core operational

infrastructure.' 12

As these systems multiply and interconnect, so does their exposure to cyber risks. A single
intrusion into ground infrastructure, the network management systems, gateway stations, and
control links that keep satellites operational, can cause disruption on a continental scale,
regardless of whether the underlying satellite operates in GEO, MEO or LEO. The February
2022 Viasat KA-SAT cyberattack remains the clearest illustration of this dynamic: attackers
never touched the satellite itself, yet the consequences reached across Europe within hours. !!!2

Moreover, the emergence of Al-supported satellite systems adds a further dimension. As
onboard artificial intelligence takes on a larger share of satellite operations (from autonomous
navigation/routing, collision avoidance to, in proposals like Starmind, large-scale data
processing), the attack surface extends beyond communications disruption to include the
integrity of Al-driven decision-making itself.!° The incident showed that protecting satellites
alone is not enough; cybersecurity has become a core element of space security, and
increasingly, of the legal and regulatory frameworks now being built around both LEO
constellations and Al in orbit.!!!2

4. Background: Viasat and the KA-SAT Network

Viasat is a satellite communications company founded in 1986 and headquartered in Carlsbad,
California. Through its fleet of geostationary satellites and ground infrastructure, it provides
broadband, in-flight, maritime, enterprise, and government connectivity in more than seventy
countries.!?

KA-SAT itselfis a high-throughput satellite using Ka-band frequencies and a multi-spot-beam
architecture to provide broadband across Europe, North Africa, and parts of the Middle East.
Like any satellite communication system, it comprises a space segment (the satellite in orbit)
and a ground segment: gateway stations, network management systems, and user terminals that
keep the system operational.'4



Figure 2. A Ka-band satellite gateway antenna used in Viasat's government/military SATCOM

systems. Source: Viasat.'®

The network's ownership reflects the layered, multi-operator structure typical of commercial
satellite infrastructure. KA-SAT began as a joint venture between Viasat and Eutelsat. In
October 2021, Viasat acquired the remaining stake and became the full owner of the satellite
and its associated ground infrastructure. However, Eutelsat's subsidiary Skylogic continued to
operate parts of the ground segment on Viasat's behalf.!®

This structure gave KA-SAT a dual-use character, as the same network carried residential,
enterprise, government, and military traffic. As a result, an intrusion into its management plane
affected far more than its intended target.’

5. What Happened: Anatomy of the Viasat Attack

Reconnaissance and initial access attempts against KA-SAT's ground network began as early
as 23 February 2022, a day before the destructive payload was triggered roughly one hour ahead
of Russia's invasion of Ukraine.!” The attackers gained access through a misconfigured VPN
appliance connected to the trusted management network. Later reports identified it as a Fortinet
FortiGate device. From there, they moved laterally into the network segment used to manage
residential broadband modems.>!® Rather than attacking the satellite itself, they pushed
destructive commands to tens of thousands of modems at once. SentinelLabs' analysis of the
malware, named AcidRain, found that it targeted embedded Linux-based modems and routers
by deleting files and corrupting flash memory. As a result, affected devices could no longer
boot and had to be either reflashed or replaced.®!” Investigators also found that AcidRain shared
code with VPNFilter, a 2018 tool previously claimed to be linked to Russian military
intelligence.®!?



The disruption reached far beyond Ukraine: while several thousand Ukrainian customers lost
connectivity, tens of thousands of additional subscribers across Germany, France, Poland, Italy,
Hungary, and Greece were also affected.?’ Viasat and NSA officials later concluded that the
campaign involved two related incidents: the initial intrusion and a second wave in which
compromised modems were used to launch denial-of-service traffic against Viasat's own
systems. This complicated efforts to restore the network.!”
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Figure 3. Viasat’s Network Infrastructure Diagram. Source: Kazi, Kazi, and Bhosale 2025, 62!
6. Operational, Legal, and Strategic Implications of the Attack

One of the most significant examples of cross-border collateral damage involved approximately
5,800 Enercon wind turbines in Germany, which temporarily lost remote monitoring capability
after their satellite-linked control modems went offline. The incident showed how a cyberattack
targeting military communications in one country could also disrupt civilian energy
infrastructure in another.2 The attack soon attracted international attention not only because of
its operational consequences, but also because of the legal and political questions it raised.

On 10 May 2022, the European Union (EU), the United States (US), the United Kingdom (UK),
and allied governments formally attributed the attack to Russia, describing it as a deliberate act
carried out roughly an hour before the invasion to disrupt Ukrainian military and government
communications.?>?3>* This sequence reflects a broader pattern in how states handle cyber
incidents. Technical attribution often comes first, followed by corporate confirmation and, only
later, formal state attribution. Because technical evidence alone rarely provides complete
certainty, governments increasingly combine it with intelligence and diplomatic assessments
before assigning responsibility.?® Russia did not directly address the allegations and declined to
participate in any investigation. Consistent with its broader position on cyber incidents,
Moscow has repeatedly denied conducting offensive cyber operations of this kind.?® The
attribution nonetheless triggered a fresh round of sanctions against Russia days later.!”



Beyond the question of attribution, the incident also renewed discussions on how international
law applies to commercial satellite infrastructure used for both civilian and military purposes
during armed conflict. Because KA-SAT served both civilian and military users through the
same network, the attack raised important questions about how international law applies to dual -
use infrastructure during armed conflict. As a result, the incident became an important case for
examining how existing international legal frameworks apply to cyber operations affecting
commercial space infrastructure. These legal questions become particularly complex when the
same infrastructure serves both civilian and military functions.?’

Under Article 52(2) of Additional Protocol I to the Geneva Conventions, military operations
must be confined to objects that make an effective contribution to military action and whose
neutralization offers a definite military advantage. The Principle of Proportionality, set out
separately in Article 51(5)(b) of the same Protocol, prohibits attacks expected to cause civilian
harm that is excessive relative to the military advantage anticipated.?® The KA-SAT operation
can be assessed under both provisions: its primary objective was plausibly military, but its
indiscriminate, borderless effects on European civilian users raise a genuine proportionality
question. Because the malware could not confine its effects to military-linked terminals, the
attack also affected civilian users across Europe. This has led legal scholars associated with the
Tallinn Manual 2.0 project to support a more effects-based interpretation of what constitutes an
"attack" under international law. The International Committee of the Red Cross similarly argues
that permanently disabling infrastructure during an armed conflict may amount to a kinetic-
equivalent attack, even without physical destruction.?%?’

The legal and operational challenges exposed by the KA-SAT incident have also influenced
policy developments within the digital legislative framework in the EU. Space infrastructureis
now treated as critical infrastructure under the EU's NIS2 Directive, and ESA has expanded
cybersecurity programs.'"!22° Building on this, the European Commission proposed the EU
Space Act in June 2025, aiming to harmonize the fragmented, country-by-country regulatory
landscape that currently governs European space activities. The Space Act proposal rests on
three pillars: safety (rules for tracking space objects and mitigating debris), resilience
(cybersecurity requirements tailored specifically to space operators), and environmental
sustainability. Unlike the NIS2 Directive, which covers ground-segment operators and
electronic communications providers but does not extend to Union-owned space assets or
space-specificrisks, the EU Space Act is designed to close that gap by applying cybersecurity
obligations directly to satellite operators and other space-service providers operating in or
serving the Union.>® If adopted, the regulation is expected to apply from January 2030, a
timeline that itself signals how recently space cybersecurity has been treated as a distinct
regulatory priority rather than an extension of general critical-infrastructure rules. 2030 is also
the planned deployment time for 6G wireless communication with the aims of terrestrial and
non-terrestrial networks.



7. Project Starmind

Project Starmind is a planned space-based Al megaconstellation consisting of up to one million
satellites designed to operate as a distributed orbital data center. According to SpaceX's
proposal, the project aims to relocate a significant portion of Al processing from terrestrial data

centers to Low Earth Orbit (LEO), taking advantage of continuous solar energy and the natural

cooling environment of space to support large-scale Al computation.!'%3!
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Figure 4. lllustrative rendering of SpaceX's AIl satellite. Source: TechiExpert.?

The Starmind infrastructure is expected to be engineered, manufactured, and launched primarily
by SpaceX. Its core technical architecture is planned to rely on XAl (Elon Musk's artificial
intelligence company), which is being integrated into the broader SpaceX ecosystem under the
SpaceXAl initiative.!” Hardware engineering, testing, manufacturing, and launch operations are
expected to take place across SpaceX's major aerospace facilities in the US.

The project first appeared in public records following a preliminary FCC application submitted
on January 30, 2026. On June 8, 2026, SpaceX publicly introduced the first All satellite
hardware nodes, while the initial prototype launch campaign is currently planned to begin in
early 2027.3%33 Since the project is still under development, many of its technical capabilities
remain conceptual and will require further testing and validation.

7.1 Al In Satellites

Al is a key component of Project Starmind and is expected to support the operation of its large
satellite constellation. Unlike conventional satellite systems that depend heavily on ground
operators, Starmind will be designed to use onboard Al to perform many routine operations



autonomously. By processing data directly on the satellite through edge Al, the system can
reduce the amount of information sent back to Earth, lower communication delays, and improve
operational efficiency.

However, even before the Starmind project, today Al is being used in satellite operations.
Besides running Large Language Model (LLM) inference, onboard Al can assist with
navigation, orbit and attitude control, collision avoidance, communication routing, bandwidth
management, health monitoring, predictive maintenance, power distribution, thermal control,
fault detection, and resource management. Al can also help satellites coordinate with one
another, making the constellation more efficientand resilient. Although these capabilities could
improve the performance of the system, they also introduce new challenges related to
cybersecurity, reliability, and the verification of autonomous decision-making.

Project Starmind has the potential to change how Al infrastructure and satellite networks
operate, but it also raises several technical, environmental, and security concerns. Deploying
up to one million satellites would greatly increase the number of objects in Low Earth Orbit,
creating additional challenges for traffic management, collision avoidance, and space debris
mitigation.

Another concern is the size of the satellites' solar arrays. Large reflective surfaces may interfere
with ground-based astronomical observations and contribute to light pollution, an issue that has
already attracted attention from the scientific community.

Environmental impacts should also be considered. As satellites reach the end of their
operational lives and re-enter Earth's atmosphere, the materials released during atmospheric
burn-up may contribute to pollution in the upper atmosphere. As the constellation grows,
managing these long-term environmental effects will become increasingly important.

The extensive use of onboard Al also expands the cybersecurity threat surface. Al models,
satellite software, communication links, and onboard control systems could become targets for
cyberattacks. Ensuring the security and resilience of these systems will therefore be essential
for the safe and reliable operation of future orbital Al infrastructure.

7.2 How It Will Be Produced and Engineered

Project Starmind relies on large-scale aerospace manufacturing and SpaceX's vertically
integrated production model. Rather than developing an entirely new industrial infrastructure,
the project aims to utilize existing SpaceX manufacturing facilities together with the reusable
Starship launch system.

Because Starship is designed to maximize orbital payload capacity while significantly reducing
launch costs, SpaceX proposes to mass-produce computational satellites and deploy them in
large orbital clusters. According to the company's long-term vision, the constellation could
eventually provide up to one terawatt of orbital Al computing capacity annually. Musk has
linked this figure to a related SpaceX/Tesla/xAl initiative called Terafab, a chip-manufacturing
venture announced in March 2026 that targets one terawatt of AI compute capacity per year,



with roughly 80 percent of that output intended for deployment via orbital satellites like
Starmind.*#33-3¢ This figure therefore describes Terafab's chip-production target rather than a
confirmed specification of the Starmind constellation on its own. If successfully implemented,
this approach could reduce some of the energy, cooling, land-use, and infrastructure constraints
associated with conventional terrestrial Al data centers.

Instead of continuously transmitting raw sensor data or user requests to Earth, the satellites are
expected to perform localized Al computation onboard. Large Language Model (LLM)
inference and edge Al processing could be executed directly on the satellites, allowing only
processed outputs to be transmitted back to Earth through high-speed communication networks.
This distributed computing architecture aims to reduce communication latency and optimize
bandwidth usage while improving overall operational efficiency.’!

The proposed infrastructure is expected to support global technology companies, defense
organizations, cloud service providers, research institutions, and other users requiring large-
scale Al processing, continuous data analysis, and high-performance digital infrastructure.
However, the commercial viability and operational scalability of this concept remain dependent
on future technological development and successful deployment.

7.3 Powering Orbital Compute: The Electrical Engineering Challenge

Beyond its Al architecture, Starmind's AIl prototype illustrates the electrical engineering
problem at the heart of orbital computing: generating and dissipating enormous amounts of
power without access to a terrestrial grid or atmosphere. According to SpaceX's June 2026
specifications, each All satellite is built around a 70-meter deployable solar array rated at
roughly 250 watts per square meter, targeting approximately 150 kW of peak electrical output
and 120 kW sustained.?”*® Because a vacuum offers no air or water to carry away waste heat,
all of that power must ultimately be radiated as infrared energy; All's design includes a 110-
square-meter deployable liquid radiator, oriented edge-on to the sun and radiating from both
faces, with redundant pumping loops and micrometeoroid shielding.

This radiator design is also where the electrical engineering claims become most contested.
SpaceX's target of roughly 70 kW of compute per metric ton would require an areal heat-
rejection rate several times higher than any thermal control system previously flown, including
the International Space Station's own system, which rejects approximately 70 kW across 422
square meters, an order of magnitude more radiator area for a comparable heat load.?”-
Independent technical analysis published shortly after the announcement argued that reaching
SpaceX's stated power-to-mass target would require every design variable, solar efficiency,
radiator performance, and structural mass, to land simultaneously at its most optimistic
plausible value, with no realistic margin for error.*’
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8. Why the Case Matters: Academic Perspectives on Cybersecurity for Al
in Space

Integrating Al, especially rapidly developing agentic Al in every sector, increases cyber
vulnerabilities since it renders human oversight increasingly difficult. Academic analysis of the
incident has emphasized that the KA-SAT attack succeeded not by defeating some space-
specific defense but by exploiting a terrestrial vulnerability: a poorly secured VPN. Boschetti,
Gordon, and Falco argue that this reflects the main risk of dual-use space infrastructure.’
Systems serving both civilian and military users become attractive targets, while weaknesses in
ground-based IT security can affect space-dependent services worldwide.

These same dual-use vulnerabilities apply with even greater force to Al-supported satellite
services. Where the KA-SAT attack disrupted communications by compromising a ground
management system, an equivalent intrusion into a satellite that also makes autonomous
decisions, whether navigating, allocating bandwidth, or, in proposals like Starmind, performing
Al computation itself, raises the stakes considerably. The concern is no longer only that a



service goes offline, but that a compromised system could act on false or manipulated inputs
while continuing to appear functional, a failure mode with little precedent in traditional satellite
communications.*’ This is precisely why the lessons of the Viasat case are being carried forward
into the design of next-generation systems: cybersecurity that once focused on protecting
connectivity now has to account for protecting the integrity of onboard decision-making as well.

Later studies have highlighted the broader strategic implications of the attack. NATO's
Secretary General has since stated that, in principle, a cyberattack could trigger the Alliance's
Article 5 collective-defense clause.*! A separate 2024 study identified 124 cyber operations
targeting the space sector during the Russia—Ukraine war. This suggests that the KA-SAT
incident was not an isolated case, but part of a broader pattern.*? Reporting from late 2025
confirms this: a Chinese state-sponsored group that had already breached major U.S. telecom
providers went on to target the satellite communications sector, with Viasat again among the
companies affected.** The growing importance of satellite cybersecurity is also reflected in
Tiirkiye's space initiatives. In 2026, Tiirksat announced that production of the Tiirksat 7A
communication satellite would begin, representing another step toward strengthening Tiirkiye's
independent satellite capabilities. As national satellite programs expand, integrating
cybersecurity into both satellite and ground infrastructure will become increasingly important.*

9. Cybersecurity Lessons Learned

The Viasat incident highlights five operational lessons for critical infrastructure operators. First,
management networks should be separated from operational systems. Second, privileged
remote access requires strong authentication and continuous monitoring. Third, operators
should maintain tested recovery plans and spare equipment for destructive attacks. Fourth,
satellite services should be designed with resilience in mind, not only normal availability.
Finally, cybersecurity strategies must protect the ground segment as carefully as the space
segment.>*

10. The Growing Importance of Space and Cybersecurity in Tiirkiye

The lessons learned from the Viasat KA-SAT cyberattack are increasingly relevant as Tiirkiye
continues to expand its national satellite capabilities and next-generation communication
infrastructure. The Turkish Space Agency (TUA), established in 2018, is the national authority
responsible for coordinating Tiirkiye's national space policy, supporting the development of
space technologies, and promoting international cooperation in space activities.*® Through the
implementation of the National Space Program and collaboration with domestic and
international stakeholders, TUA plays a central role in strengthening the country's space
ecosystem. The growing importance of Tiirkiye's space sector will also be reflected by the 77th
International Astronautical Congress (IAC 2026), which will be held in Antalya, Tiirkiye, on
5-9 October 2026, marking the first time the congress is hosted in Turkiye.*’

Tiirkiye is also investing in future communication technologies beyond satellite development.
Following the national frequency auction in October 2025, Turkcell officially launched its
commercial 5G network infrastructure across Tiirkiye on April 1, 2026.*% In parallel with this



deployment, the operator has advanced a next-generation research center focusing on the
integration of terrestrial and non-terrestrial communication to accelerate 6G development in
Tiirkiye, with a strategic emphasis on autonomous networks, Al, and digital twins. These

innovations are expected to integrate terrestrial and non-terrestrial networks more closely,
making secure communication architectures increasingly important.*’

Figure 6. Representatives of Tiirksat, TAI, Aselsan, PROFEN, and Fergani Space at Satellite 2025,
Washington, D.C. Photo: Anadolu Agency (AA).%?

Recently, on May 5th, 2026, the Turkish Cyber Security Board categorized space as one of the
15 critical infrastructures under Act No.7545. Also, on June 13th, the Turkish AI Action Plan
was announced, which also highlights the inevitable intersection of Al and cybersecurity.>!

Together, these developments demonstrate that cybersecurity is becoming a strategic
component of Tiirkiye's digital and space policies. As satellite systems, Al-driven network
management, and future Al-enabled 6G infrastructures become more interconnected, protecting
both space-based and ground-based assets will be essential for ensuring resilient and secure
communications. The Viasat KA-SAT cyberattack provides an important reminder that
vulnerabilities in ground infrastructure can have consequences extending far beyond a single

satellite system.>!2

11. Conclusion

The Viasat KA-SAT cyberattack demonstrated that the security of modern space systems
depends as much on ground infrastructure as on the satellites themselves. By exploiting a



vulnerability in the ground segment, the attackers disrupted military communications, civilian
broadband services, and critical infrastructure across Europe, highlighting the interconnected
nature of today's space ecosystem.

Beyond its immediate operational impact, the incident raised important legal and strategic
questions related to dual-use satellite infrastructure, state responsibility, and the application of
international humanitarian law to cyber operations. As commercial satellite networks continue
to expand, and Al is becoming a major enabler for satellite operations, cybersecurity must be
recognized as a fundamental component of space security. The Viasat case therefore represents
not only a landmark cyberattack, but also a defining example of why technical resilience, legal
frameworks, and international cooperation must evolve together to protect future space
infrastructure. Today with the fast developing Al capabilities in satellites, these lessons are
much more crucial than ever.
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